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Nom and Dad, wake up: If you assume your child is using that fancy home computer to stimulate his
brain, think-again. The hottest new treénd has kids using those keyboards to send vile, hateful and highly
slanderous. messages about their peers through the Internet. Once confined to playgrounds, bullying has
Hit cyberspace, cell phones and pagers, and it's both serious and sophisficated. So what should a parent
do if their child is cyberbullied?

The first step is for parents to be aware of just how prevalent cyberbullying is these days. Where we once
theught we just had to protect children from adult predators using the Internet, we now need to shield kids
from one ancther.”

Cyberbullying is most common around the middle schoot years, but is making its way into the younger
set. Kids now a days are electronically savvy, but make no mistake: the behavior is ail about intentionatly
causing another pain (bullying), and parents must be far more vigilante. The two biggest mistakes adults
make is not taking children’s complaints seriously, and allowing bullying in the first place.

There are some specific ways to protect kids from bullying both in eyberspace and on the. playground.
Parents today need a closer “electronic leash” on their kids and need to be more tuned into the
cyberspace frend. This isn't about being controlling--this is good parenting. Here is what to do if your child
is cyberbullied: '

1. Hold “the talk.” If your child isn't talking about cyberbullying, don't assume he hasn't been affected.
Start the discussion: “What have you heard about...?” “What are other kids saying... 7" Let your chiid
know you're aware of this new trend and you are on the alert and are monitoring your computer.

2. State your values. Never assume your child understands why cyberbullying is-cruel and wrong. Take
tirme to explain: “In this house we believe in kindness. | expect you to be kind.” Be tlear en your values.

3. Dig deeper. Inform school officials or contact the police if it continues. Get the facts so you can create
a safety plan for your child: How often is this happening, when, where, and by whom?

4. Set clear “electronic” rules. ‘Never put anything on a cell phone, [-Message, website, email or pager
that is hurtful.” “Never send anything you wouldn't want said about you.”

5. Save evidence. Tell your child if he ever receives something that is hurtful, slanderous, hateful, to
save or print the message. You may need it to identify the bully of contact their parents with evidence.

6. Block further communication. If your child is victimized change your phone number or e-mail
account, and talk to your provider. Contact police for threats of violence and extortion.

7. Montitor that computer. Keep your computer in ‘a‘tentral space and out of your kid's bedroom.
8. Pull the plug. I your child ever uses a cell phone, pager, answefing machine, or fax, to send vicious
gossip or hate, remove the electranic gizmo from your kid and pull the computer plug from power surge.

9. Teach assertive skills. Research finds that Kids who learn how to be assertive and appear more
confident are less likely to be targeted by bullies. In fact, studies show It's often not how “different” your
child looks or acts but rather her victim-like demeanor that makes her an easy target. So teach your child
an arsenal of strategies shie can use to defuse a bully and then practice with her until she feels confident
in using them on her awn.

40. Take your child sericusly. This is painful stuff and your child needs your empathy and support.
Watch your-child carefully and tune inte his or her emotional signs. Don't let your-child be victimized.



A quick guide on the escalating levels of response to a cyberbullying incident

Talk to your child

Caution them about responding "in Kind." This is not a time for them to lash out or start a
cyberwar themselves. See if they think they know the identity of the cyberbully or cyberbullies.
See if this is related to an offline bullying situation, and deal with that quickly. And don't confuse’
the language most kids use enline with cyberbullying. It may be shocking to us, but unless it is
shocking to your child, it's not cyberbullying.

Ignore it

A one time, seemingly unthreatening act, like a prank or mild teasing should probabkly be
Ignored. (If it's a threat, you must report it.) At the same time, you may want to consider using
some preventive measures:

Restrict the people who can send you communications

Consider restricting all incoming communications to pre-approved senders, such as those on
your child's buddy list. (If the cyberbully is someone on their buddy Hst, though, this method
won't help. In that case the cyberbully will have to be removed from the buddy list and/or
blocked.).

Restrict others from being able to add your child to their buddy list

Cyberbuliles track when your child is online by using buddy lists, and similar tracking programs.
It will let them know when one of their "buddies" Is onfine, when they are inactive and, In scme
cases, where they are. This is like adding a tracking device to your child's online ankle, allowing
their cyberbullies ta find them more easily and target them more effectively. This feature is
usually found in the privacy settings or parental controls of a communications program.

Google your child

Make sure that the cyberbully isn't posting attacks online. When you get an early warning of a
cyberbullying campaign, it Is essential that you keep an eye on your child's screen name, nick
names, full name, address, telephone and cell numbers and Web sites. You can also set up an
"afert" ori Google to notify you whenever anything about your child is posted online. To learn
more abeut "Googling" yourself or your child, read "Google Yourself!"

Block the sender

Someone who seems aggressive, or makes you uncomfortable and does not respend to verbal
pleas or formal warnirigs should be blocked. This way, they will not be able to know when you
are online ar be able to contact you through instant messaging. Even if the eommunications are



not particularly aggressive or threatening, if they are annoying, block the sender. (Most ISPs and
tnstant messaging programs have a blocking feature to allow you to prevent the sender from
getting through.)

"Warn" the sender

If the cyberbully uses another screen name to.avoid the black , othefrwise manages to get
through or around the block or communicates through others, "warn® them, or "notify" the ISP,
{(This is usually @ button on the IM application.)} This creates a recard of the incident for later
review, and if the person is waimed enough, they can lose their ISP or instant messenger
account. (Unfortunately, many cyberbullies use "warning wars" or "notify wars" to harass their
victims, by making it appear the victim is really the cyberbully. This is a methoed of cyberbullying
by proxy, getting the ISP to be an unwitting accomplice of the cyberbullying.)

Report to ISP

Most cyberbullying and harassment incidents violate the ISP's terms of service. These are
typically called a "TOS violation" (for a "terms of service" violation, and can have serious
consequences for the account holder. Many ISPs will close a cyberbully's account (which will also
close their parents' household account in most cases.) You should report this to the sender's ISP,
not yours, {For more information about how to make a report, read *Making a Report to Their
ISP." If you use a monitoring software, like Spectorsoft, this is much easler,)

If your child’s account has been hacked or thelr password compromised, or if someone is posing
as your child, you should make a formal report to your ISP as well. You can call them or send an
e-mail to their security department (NOT their terms of service report line). But before changing
your password, you should scan your computer for any hacking programs or spyware, such as a
Trojan harse. If one is on your computer, the cyberbully may be able to access the new
password. Most good anti-virus programs can find and remove a hacking program. All spyware
applications can. We recommend SpyBot Search and Destray (a freeware) or Ad-Aware (by
Lavasoft, they have a free "lite” program).

Report to Schoot

Most cases of cyberbullying occur off school grounds and outside of school hours. In the United
States , often the school has no legal authority to take action relating to an off-premises and off-
hours activity, even if it has an impact on the welfare of their students. The laws are tricky, and
vary jurisdiction by jurisdiction. So while you should riotify the school (especially if your child
suspects whom is behind the attacks), they may net be able to take disciplinary action. They can
Keep an eye on the situation in school, however. And since rmany cyberbullying incidents are
combined with offline bullying incidents, your child may be safer because of the report.



Also, while the school may have limited authority over disciplining the cyberbully, they can call
the parents in and try and mediate the situation. They can aiso institute an educational and
awareness program to help stop further cyberbullying by students, and te help educate parents
about the problem.

Report to Police

Someone who threatens you physically, who is posting details about your or your child’s offline
contact information or instigating a cyberbullying by proxy campaign should be reported to the
police. (Atthough you should err on the side of caution and report anything that worries you.)
Using a monitoring program, such as Spectorsoft, can facilitate the investigation and any
eventual prosecution by collecting and preserving electronic evidence. Print-outs, while helpful in
explaining the situation, are generally not admissible evidence.) If you feel like your child, you or
someone you know is in danger, contact the police immediately and cut off contact with this
person or user, staying offline if need be until you are otherwise instructed. Do not install any
pregrams, or remave any programs or take other remedial action on your computer or
communication device during this process. It may adversely affect the investigation and any
eventual prosecutlon.

Take Legal Action

Many cases of cyberbullying (like their adult cyber-harassment equivalent) are not criminal. They
may come close to violating the law, but may not cross the line. Most of the time, the threat of
closing their ISP ot instant messaging acceunt is enough to make things stop. But sometimes,
either because-the parents want to make an exampie of the cyberbully or because it isn't
stopping, lawyers need to be brought In. It may also be the only way you can firid out whom is
behind the attacks.

Think carefully before you decide to take this kind of action. Even if you win in the end, It may
take you two or three years to get there and cost you tens of thousands of dollars. You may be
anigry enough to start it, but make sure that you have sornething more than anger to sustain the
long months and years of litigation.



